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Cryptographic Engineering:

High-Speed and Secure Implementations of Cryptosystems

in Hardware and Embedded Software
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This short course on high-speed, energy-efficient and secure implementations of
cryptosystems, suitable for small and large computing and communication systems. This
course is designed for engineers interested in understanding, modeling, designing,
developing, testing, and validating cryptographic software and hardware. We cover
algorithms, methods, and techniques in order to create state-of-art cryptographic
embedded software and hardware using common platforms and technologies.
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Outline of the Course
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Public-Key Cryptography and Computational Requirements (3h)

Standardized public-key cryptographic algorithms: Diffie-Hellman, RSA, ElGamal,
and Digital Signature Algorithm. Elliptic Curve DSA, and Elliptic Curve Integrated
Encryption Scheme. Partially homomorphic public-key functions. Groups and
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computational requirements of public-key cryptography.
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Finite Fields and Arithmetic Algorithms (3h)

Arithmetic with large numbers. Exponentiation algorithms and addition and
subtraction chains. Non-adjacent forms. Montgomery multiplication. GCD and inversion
algorithms. Integer rings and Galois fields of p elements, GF(p). Representation of field
elements. Polynomial and normal bases. Addition and multiplication operations in GF(2”k).
Properties of normal bases and optimal normal bases. Inversion of field elements.

=X (68} ) /Second Day (6h)

NAEARRIBEEARAEEZI (3 /MED
FERRAN A HA RGP S AL 7 B, ORISR, ek, BafikMRF: . L
WS — 5 AR PKC IR A S S 5 2
Hardware and Software Implementations of Public-Key Cryptography (3h)
Implementing group and field operations in embedded software and hardware,
including exponentiation, scalar multiplication, field multiplication and inversion. Unified
arithmetic for efficient hardware. Principles of embedded software implementations of
PKC.
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Side-Channel Attacks and Countermeasures (3h)

Basics of side-channel analysis. Timing, power and electromagnetic attacks, and
countermeasures. Advanced side-channel analysis techniques. Micro-architectural
attacks and countermeasures.
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Dr. Ko¢* received his Ph.D. in Electrical & Computer Engineering from University of
California Santa Barbara in 1988. His research interests are in electronic voting,
cyber-physical security, cryptographic hardware and embedded systems, elliptic curve
cryptography and finite fields, and deterministic, hybrid and true random number
generators. Kog is the co-founder of the Workshop on Cryptographic Hardware and
Embedded Systems (CHES). The CHES Workshop is the largest cryptography
conference and the premier forum for presenting scientific advances in all aspects of
cryptographic hardware and security of embedded systems. Ko¢ is the founding



simtac) | % - & LiEMERERS L

, ! Shanghai International Micro-Tech Affiliation Center
Fusion of Advanced Technologies

Editor-in-Chief of the Journal of Cryptographic Engineering, which is the official journal of
the CHES community, covering research areas of the CHES Workshop. Kog is also
co-founder of two other conferences: International Workshop on the Arithmetic of Finite
Fields (WAIFI) and Security Proofs for Embedded Systems (PROOFS). WAIFI is a a
forum of engineers and mathematicians interested in efficient software and hardware
realizations of finite fields. On the other hand, the goal of the PROOFS workshop is to
promote methodologies that increase the confidence level in the security of embedded
systems, especially those that contain cryptographic mechanisms.

Ko¢ has been in the editorial boards of IEEE Transactions on Computers
(2003-2008 and 2015-now) and IEEE Transactions on Mobile Computing (2003-2007).
He was a guest co-editor of April 2003 & November 2008 issues of the IEEE Transactions
on Computers on cryptographic and cryptanalytic hardware and embedded systems.
Furthermore, Kog¢ is an Associate Editor of the prestigious International Journal of
Foundations of Computer Science since March 2016. In 2007, Kog¢ was elected as IEEE
Fellow for his contributions to cryptographic engineering. Kog is the co-author of the three
books Cryptographic Algorithms on Reconfigurable Hardware, Cryptographic Engineering,
and Open Problems in Mathematics and Computational Science, published by Springer in
2007, 2009, and 2014, respectively. In addition to contributing to 6 conference
proceedings as co-editor, he has also authored or co-authored more than 130 journal and
conference papers, and 11 US patents and 2 applications. Ko¢ has graduated 15 Ph.D.
students and 37 M.S. students, and also directed research theses of 5 undergraduate
students. 10 of his Ph.D. students are currently professors (2 in the US, 1 in Mexico, and 7
in other countries), the remaining work for global high-tech companies. Ko¢ was an
Assistant Professor at University of Houston (1988-1992), Assistant, Associate and Full
Professor at Oregon State University (1992-2007). He established Information Security
Laboratory at Oregon State University, and received Award for Outstanding and
Sustained Research Leadership in September 2001. Currently, Ko¢ is a research
professor in the Department of Computer Science and the College of Creative Studies at
University of California Santa Barbara.




